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Abstract—In this paper an authentication technique has been proposed based on G-Let transformation 

technique. Digital documents are authenticated by embedding Hough transform generated signature, which 

generated from the original autograph image. Cover image passes through G-Let transformation technique 

to generate n number of G-Lets. Out of which few selected G-lets are embedded with secret signature, 

generated by Hough transform technique. Rests of the G-Lets are used for adjustment to minimize the error 

factor. Experimental results are computed and compared with the existing authentication techniques Li’s 

method, Region-Based method based on SCDFT, which indicates better performance in AHSG-D4, in terms 

of better by means of  Mean Square Error (MSE),  Peak Signal to Noise Ratio (PSNR) and Image Fidelity 

(IF). 
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I. INTRODUCTION 

Security has become an inseparable issue as information technology is ruling the world now. Cryptography is the 

study of mathematical techniques related aspects of Information Security such as confidentiality, data security, 

entity authentication and data origin authentication, but it is not the only means of providing information security, 

rather one of the techniques. 

Steganographic communication is difficult to trace and hence it makes the job of the hacker difficult because the 

hacker now has to track all network communication rather than just encrypted communication. This steganographic 

feature increases the level of privacy and security by not making the confidential communication invisible. It is also 

commonly known as 'Disappearing Cryptography'. 

Steganography is a technique to hide messages inside other cover media in a way that does not allow any enemy 

or hackers to detect that there is a secret message present. For Authentication, Secure communication 

Steganography is very important. One newly developed transformation technique is G-Lets. It is a group of linear 
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transformations related with group theory. Most natural signal decomposition algorithm is G-Lets, which is used for 

digitized signal without any approximations [2]. 

This paper proposed a copyright protection and authentication technique AHSG-D4, The cover image is 

transformed into G-Let domain to generate eight number of G-Lets Out of which few selected G-lets are embedded 

with secret signature, which is generated by Hough transform technique. Remaining G-Lets are used for 

minimizing the error factor. 

A range of parametric tests are performed and obtained results are compared with most recent techniques such as, 

SCDFT [4], Li’s Method [3] , WTSIC [7], Region-Based [6], AINCDCT [15], IAZT [16], TISAWFD [17], AHSG-

D3 [1] and STMDF [5], based on Mean Square Error (MSE), Image Fidelity (IF), Peak Signal to Noise Ratio 

(PSNR) and Universal Quality Image (UQI) analysis [8] to obtain a comparative result between proposed and 

existing techniques. 

The proposed technique is described in Section-II. Hough transform generated Signature is shown in section-III. 

Section-IV deals with G-Let Transformation technique with embedding and adjustment followed by authentication. 

In section-V deals with results are discussion. Conclusions are drawn in section-VI with references cited at end. 

II. PROPOSED SCHEME 

The proposed AHSG-D4 technique is mainly separated into two key tasks. The task of embedding and 

adjustment is performed at sender side and the task of authentication is performed at receiver side. For embedding 

process it takes source/cover image and grayscale autograph to generate stego-image. Hough transformation [12, 

13] generates butterfly signature from gray scale autograph image which is considered as secret image. A stream of 

bits is obtained by converting this butterfly signature into binary form. Source/cover image is transformed through 

G-Let D4 linear transformation technique [2, 11], which is based on Dihedral group theory in a row major order of 

2 x 2 window. As rotations and reflections are only two transformation presented in Dihedral group thus after 

computation when eight G-Lets are generated, labeled as G-Let 1, G-Let 2, G-Let 3, G-Let 4, G-Let 5, G-Let 6, G-

Let 7 and G-Let 8. Out of which G-Let 2 and G-Let 3 are chosen to fetch 2nd and 3rd element of every 2 x 2 

window and from previously generated stream of bits, secret bits are embedded. After embedding over 2 x 2 

windows, adjustments phase is applied to minimize the error rate and image distortion. Then reconstruction of 

image is done with embedded G-Lets and the rest of all G-Lets.  

A stego-image can be transmitted through mesh network which is the output of reverse G-Let D4 transformation 

procedure. After receiving the stego-image, the receiver tests the stego-image to check for authenticity. G-Let D4 

transformation technique is used to generate total eight numbers of G-Lets; predefined hash is used to fetch the bits 

from 2nd and 3rd elements of 2 x 2 windows in a row major order from G-Let 2 and G-Let 3. This stream of bits is 

compared with the Hough transform generated bit stream from the owner’s autograph at receiver end. Ownership is 

verified by comparing these two streams of bits. 

III. SIGNATURE GENERATION 

A special transformation technique named Hough transform [10] is used to generate a signature of an image. 

Hough transform technique extracts and identifies significant features of image orientation by analyzing dots and 

lines [9]. 

Individual pixels are mapped by Hough transform from image domain to a shape in parameter domain [10] that’s 

creates a butterfly like pattern, known as signature. Hough transform passes images of autographs with a range of 0 

to 255 pixel values, as selected for proposed work, dependent on hash function. 

Gray scale autograph image on passing through Hough transformation with range, and origin as center of image, 

generates a matrix of rho verses theta, by eq. 1 and eq. 2 where limits are 1≤ theta( θ ) < Pi and –N ≤ rho( ρ ) ≤ N. 

 

� = ������	
���	
	 �        (1) 

\ρi =(x * cosθ + y * sinθ))   (2) 
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A butterfly like structure arise by calculating of rho for each value of theta and incrementing the matrix value of rho 

verses theta, that unique structure is termed as butterfly signature image as shown in figure 1.

 

Autograph image of 256 x 256 in dimension

Fig. 1. Hough transformed based signature generation

IV. 

G-Let based secret transmission for 

AHSG-D4. It is the abbreviate form of “Authentication through Hough Signature on G

To increases the robustness of the embedding technique, an image is converted from spatial

domain using transformation techniques. In AHSG

A G-Let D4 transformation technique selects finite group transformation so that they are always completely 

reducible into irreducible representation. The dimension of the irreducible representations follows certain rules [1, 

2, 11], as given in eq.  3. 

  � ���
�

���
=  �� 

Where di is the dimension of i
th
 irreducible representation, D

is the number of irreducible representations. In a dihedral group D

available. Which generates 2 * n that is 2n matrices one for each transformation. The rotatio

reflection matrix ����� ��⁄  are shown through eq. 4 and eq. 5 respectively where k is {0, 1, 2 ... n

����� ��⁄ = �cos�2#$ %& � ' 
sin 2#$ %&    cos

����� ��⁄ =  �cos 2#$ %&  sin
sin 2#$ %& ' cos

The system can be considered as a unit circle with n number of equal length chords equidistant from the centre 

of a circle. Computational complexity depends mainly on the number of irreducible representations which is 

(n+6)/2 for even sized signal and (n+3)/2 for odd sized signal containing ‘n’ components. 
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 G-LET D4  TRANSFORMATION TECHNIQUE 

Let based secret transmission for document authentication technique has been developed and termed as 

D4. It is the abbreviate form of “Authentication through Hough Signature on G-Let D4 Domain”.

To increases the robustness of the embedding technique, an image is converted from spatial

domain using transformation techniques. In AHSG-D4 embedding is used after G-Let D4 transformation technique. 

Let D4 transformation technique selects finite group transformation so that they are always completely 

educible representation. The dimension of the irreducible representations follows certain rules [1, 

(3) 

irreducible representation, Dn is the dimension of representation matrix and ‘n’ 

is the number of irreducible representations. In a dihedral group Dn there are ‘n’ rotation and ‘n’ reflections 

available. Which generates 2 * n that is 2n matrices one for each transformation. The rotatio

are shown through eq. 4 and eq. 5 respectively where k is {0, 1, 2 ... n

 sin 2#$ %&
cos 2#$ %& � (4) 

sin 2#$ %&
cos 2#$ %& � (5) 

The system can be considered as a unit circle with n number of equal length chords equidistant from the centre 

of a circle. Computational complexity depends mainly on the number of irreducible representations which is 

)/2 for odd sized signal containing ‘n’ components.  
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Inverse transformation is a reverse process to regenerate the original image through reversible computation of 

rotational and reflective components. This can be achieved by simple addition of ����� ��⁄  for all values of 2#$ %⁄  

greater than 0 and less than 360 degree. The equation is shown in eq. 6.  

 *+,, ./=  �'1� . �* +,, ./ + �3 * +,, ./43 � 
(6) 

Computational complexity of the technique mainly based on the number of irreducible representations which is 

(n+6)/2 for even sized signal and (n+3)/2 for odd sized signal. Hence the complexity of G-let decomposition is 

O(n). 

In dihedral group D4, four rotations and four reflections are available. Therefore there are 2 * 4 that is eight 

matrices one for each transformation can be obtained. Thus forward transformation of G-let D4 computation 

generates eight G-lets. Out of which G-let 1, G-let 2, G-Let 3 and G-let 4 are through rotational transformation and 

G-let 5, G-let 6, G-Let 7 and G-let 8 are through reflection transformation. The rotation matrix Rθ and reflection 

matrix Sθ is shown in eq. 7 and eq. 8 respectively where θ belongs to {0, ᴨ/2, ᴨ, 3ᴨ/2}. 

�5 =  6cos 0 ' sin 0sin 0    cos 08,   
 �9� �& : =  �cos�# 2⁄ � ' sin�# 2⁄ �sin�# 2⁄ �    cos�# 2⁄ �,    
���� =  �cos�#� ' sin�#�sin�#�    cos�#� ,
�94� �& : =  �cos�3# 2⁄ � ' sin�3# 2⁄ �sin�3# 2⁄ �    cos�3# 2⁄ � 

(7) 

�5 =  6cos 0  sin 0sin 0 ' cos 08,    
�9� �& : =  �cos�# 2⁄ � sin�# 2⁄ �sin�# 2⁄ � ' cos�# 2⁄ �,  

 ���� =  �cos�#� sin�#�sin�#�  – cos�#�, 
  �94� �& : =  �cos�3# 2⁄ � sin�3# 2⁄ �sin�3# 2⁄ �  ' cos�3# 2⁄ � 

 (8) 

 

G-Let 2 and G-Let 3 in 2 x 2 matrix window is taken for embedding in 2
nd

 and 3
rd

 bit position from LSB 

randomly based on the hash function. The hash function ‘H’ is ((col + max_bit) % hig_pos) where col is the column 

number based on active window and max_bit is the maximum number of bits allowed per byte for embedding and 

hig_pos is the highest position allowed for embedding from LSB towards MSB. After embedding G-Let 6 and G-Let 

7 need adjustment. The difference calculated among original G-Let 2 and embedded G-Let 2 is added to G-Let 6 and 

the difference calculated among G-Let 3 and embedded G-Let 3 is added into G-Let 7. This adjustment is required to 

minimize the error rate and maintain the symmetry among rotation and reflection G-Lets. 

Adjustment phase at receiver end is required for authentication of the image. At receiver side the stego-image 

passes through forward G-Let D4 transformation to generate four rotation and four reflection G-Lets. Out of which 

G-Let 2 and G-Let 3 are fetched in 2x2 window in a row major order. On applying the same hash function the secret 

bits are extracted and compared with the Hough generated signature of owner’s autograph at receiver side, to 

authenticate the received stego-image. 

 

V.  RESULTS AND DISCUSSION 

Ten pgm images as cover/source image [14] with ten different autographs [1] have been taken for applying AHSG-

D4 to compute the results. The dimension of  all cover images are  512 x 512, the dimension of autographs images 

are 256 x 256 and the dimension of corresponding Hough generated secret butterfly signature are 128 x 128, 181 x 

181 and 256 x 256 for 0.5 bpB, 1.0 bpB and 1.5 bpB of payload. Average MSE for 0.5 bpB is 0.245387, for 1.0 
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bpB is 1.446628 and for 1.5 bpB is 6.649264 with corresponding average PSNR is 54.24145 dB, 46.53031 dB, and 

39.90403 dB respectively. The statistical calculation of image fidelity on average shows   0.999988 for 0.5 bpB, 

0.999928 for 1.0 bpB and   0.999667 for 1.5 bpB. All cover images are shown in figure 2. Few grayscale 

autographs with Hough generated secret butterfly signature of dimension 128 x 128 are shown in figure 1.   

 

A. Mean Square Error (MSE): 

The mean square error is the cumulative squared error between the embedded and the original image. The 

mathematical formula for MSE is given in eq. 9. 

 

MSE =  1MN � �+X�i, j� '  Y�i, j�/�
DE�

F�5

GE�

H�5
 (9) 

where X(i,j) is the original image, Y(i,j) is the embedded image and M,N are the dimensions of the images. A lower 

value for MSE means lesser error. The detail computation of MSE between original and embedded image, where 

embedding has been done through AHSG – D4 is given in table 1. 

 

TABLE 1: MSE analysis on embedding through AHSG-D4 

Serial 

No 

Cover 

Image 

MSE embedding through    AHSG – D4 

0.5 bpB 1.0 bpB 1.5 bpB 

1. Baboon 0.249680 1.404938 6.517292 

2. Boat 0.251434 1.452057 6.487656 

3. Clock 0.220036 1.358295 6.859566 

4. Couple 0.249752 1.472855 6.771999 

5. Elaine 0.251411 1.464241 6.650894 

6. Jet 0.258400 1.463612 6.642910 

7 Map 0.249626 1.454067 6.388798 

8. Space 0.216274 1.427341 6.758175 

9. Tank 0.270077 1.573769 6.755974 

10. Truck 0.237183 1.395103 6.659374 

Average 0.245387 1.446628 6.649264 

B. Peak Signal to Noise Ratio (PSNR): 

PSNR is a measure of the peak error. The mathematical formula for PSNR is given in eq. 10. 

PSNR = 10 ∗ log�5 6255� MSE& 8 (10) 

 

The detail computation of PSNR between original and embedded image, where embedding has been done through 

AHSG – D4 is given in table 2. 

TABLE 2: PSNR analysis on embedding through AHSG-D4 

Sl. 

No 

Cover 

Image 

PSNR (dB)   embedding through AHSG – D4 

0.5 bpB 1.0 bpB 1.5 bpB 

1. Baboon 54.156974 46.654233 39.990132 

2. Boat 54.126558 46.510967 40.009926 

3. Clock 54.705875 46.800861 39.767837 

4. Couple 54.155713 46.449205 39.823635 

5. Elaine 54.126953 46.474678 39.902003 

6. Jet 54.007879 46.476545 39.907220 

63 



   International Journal of Computer Sciences and Engineering                Vol.-3(1), PP(59-67) Feb 2015, E-ISSN: 2347-2693 

 
National Conference on Computational Technologies-2015,  

Organized by Dept. of Computer Science & Application, University of North Bengal - India 

TABLE 2: PSNR analysis on embedding through AHSG-D4 

Sl. 

No 

Cover 

Image 

PSNR (dB)   embedding through AHSG – D4 

0.5 bpB 1.0 bpB 1.5 bpB 

7 Map 54.157903 46.504959 40.076612 

8. Space 54.780755 46.585525 39.832509 

9. Tank 53.815932 46.161395 39.833924 

10. Truck 54.379975 46.684739 39.896469 

Average 54.24145 46.53031 39.90403 

 

C. Image Fidelity (IF): 

Image fidelity is a parametric computation to quantify the perfectness of human visual perception. The computation 

formula is given in eq. 11. 

IF = 1 ' Q�9XHF ' YHF:�
G,D

/ � XHF�
G,D

S (11) 

Here M and N is the total number of rows and column respectively, Xij is the original pixel intensity value of image 

and Yij is the pixel intensity value after embedding.The detail computation of IF is given in table 3. 

TABLE 3       IF analysis on embedding through AHSG-D4 

Serial No Cover Image 

IF on embedding through     AHSG – 

D4 

0.5 bpB 1.0 bpB 1.5 bpB 

1. Baboon 0.999987 0.999924 0.999649 

2. Boat 0.999987 0.999923 0.999658 

3. Clock 0.999994 0.999964 0.999818 

4. Couple 0.999985 0.999910 0.999584 

5. Elaine 0.999988 0.999929 0.999678 

6. Jet 0.999992 0.999953 0.999787 

7 Map 0.999993 0.999957 0.999812 

8. Space 0.999987 0.999916 0.999602 

9. Tank 0.999985 0.999914 0.999629 

10. Truck 0.999981 0.999885 0.999452 

Average   0.999988   .999928   0.999667 

 

A comparative study has been made along with the existing technique ASHG-D3 of year 2013. The error rate for 

0.5 bpB of payload, ASHG-D3 shows 1.00 whereas ASHG-D4 shows 0.25. For 1.0 bpB ASHG-D3 shows 5.84 and 

that of ASHG-D4 shows 1.45 and for 1.5 bpB ASHG-D3 shows 26.33 where as ASHG-D4 shows 6.65. With 

higher payload higher gap in error rate noticed. The comparison result of MSE is shown in table 4. 

TABLE 4: Comparison of MSE with existing technique (AHSG-D3) 

Technique(s) 
Average Mean Square Error (MSE) 

0.5 bpB 1.0 bpB 1.5 bpB 

AHSG – D3 1.0001215 5.8418408 26.3295430 

AHSG – D4 0.245387 1.446628 6.649264 

 

The Peak Signal to Noise Ratio (PSNR) for 0.5 bpB of payload, AHSG-D3 shows 48.13dB and that of AHSG-

D4 shows 54.24. For 1.0 bpB AHSG-D3 shows 40.47 and that of AHSG-D4 shows 46.53 and for 1.5 bpB AHSG-

D3 shows 33.93 and that of AHSG-D4 shows 39.90. The Comparison result of PSNR is shown in table 5. 
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Fig. 2. Cover images of dimension 512 x 512 in pgm 

 

TABLE 5: Comparison of PSNR with existing technique (AHSG-D3) 

Technique(s) 
Average Peak Signal to Noise Ratio (PSNR) 

0.5 bpB 1.0 bpB 1.5 bpB 

AHSG – D3 48.13036 40.46691 33.92845 

AHSG – D4 54.24145 46.53031 39.90403 

 

The average image fidelity value for 0.5 bpB of payload for ASHG – D3 shows 0.999943 and that of ASHG – 

D4 shows 0.999988. In case of 1.0 bpB IF obtained for ASHG – D3 is 0.999667 and that of ASHG – D4 as 

0.999928, and for 1.5 bpB ASHG – D3 obtain 0.998497 IF value and that of ASHG – D4 shows 0.999667.  The 

comparison result of IF is shown in table 6. 

TABLE 6: Comparison of IF with existing technique (AHSG-D3) 

Technique(s) 
Average Image Fidelity (IF) 

0.5 bpB 1.0 bpB 1.5 bpB 

AHSG – D3 0.999943 0.999667 0.998497 

AHSG – D4 0.999988 0.999928 0.999667 

 

A comparative study has also been made with the existing techniques such as Li’s method [3], SCDFT [4], 

AINCDCT [15], IAZT [16], WTSIC [7], TISAWFD [17] and AHSG – D3 [1]. The results are shown in table 7 

with the graphical representation of data shown in figure 3. 

TABLE 7.       Comparison of  AHSG-D4 with existing techniques 

Technique Payload (bpB) PSNR (dB) 

Li’s method (2008) 0.13 28.68 

SCDFT (2008) 0.12 30.10 

AINCDCT (2011) 0.5 45.61 

IAZT Real HF (2013) 0.5 51.87 

WTSIC (2010) 0.5 42.28 

TISAWFD (2011) 0.5 43.12 

AHSG – D3 (2013) 0.5 48.13 
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TABLE 7.       Comparison of  AHSG-D4 with existing techniques 

Technique Payload (bpB) PSNR (dB) 

AHSG – D4 0.5 54.17 

 

 
Fig. 3. Pictorial analysis of PSNR in dB on comparison with existing techniques 

 

VI. CONCLUSSION 

On analysis of the above experimental results AHSG – D4 technique shows better performances than existing 

AHSG – D3 technique. Logically, a lower value for MSE means lesser error, and a higher value of PSNR is good 

because it means that the ratio of Signal to Noise is higher. By applying AHSG – D4 technique resultant error rate 

is less than AHSG – D3 technique by approximately 0.75 for 0.5 bpB, 4.40 for 1.0 bpB and 19.68 for 1.5 bpB. 

Similarly, in AHSG – D4 technique resultant PSNR value computed in dB is higher than AHSG – D3 technique. In 

AHSG – D4 the PSNR value is incremented by 6.11 for 0.5 bpB, 6.06 for 1.0 bpB and 5.98 for 1.5 bpB. On 

comparison with other existing techniques ASHG – D4 techniques shows better performance in terms of MSE, 

PSNR and IF. 
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